Cyberbullying is a form of covert bullying that affects the lives of young
I INTRODUCTION
Society's increased dependence on Information and Communication Technologies ('ICTs') has provided bullies with a new platform upon which to target victims. Because life in the digital age has infiltrated the realm of cyberspace, bullying is no longer confined to face-to-face altercations in the schoolyard. Cyberbullying is a worrying phenomenon because it can occur at any time and can lead to devastating consequences. It can manifest in a variety of different forms, 1 and this, combined with the absence of a universally accepted definition of cyberbullying, makes it difficult to find reliable data on the prevalence of cyberbullying in Australia. However, a recent estimate suggests that approximately 20 per cent of students aged 8-17 experience cyberbullying each year. 2 The impact that cyberbullying can have on school students is a matter of particular concern because these 'digital natives' 3 deliberate, repeated, and hostile behaviour by an individual or group, that is intended to harm others. 6 Cyberbullying is far reaching and can affect victims both on a direct personal basis via instant messaging, emails and chat-rooms; and indirectly through public forums such as Facebook, Myspace, Tumblr and Twitter. Given the fact that instances of cyber-victimisation may be difficult to identify, the Commonwealth Office of the Children's eSafety Commissioner's website alerts parents, school staff and student bystanders to the fact that evidence may include mood swings, changes to physical health, friendships, sleeping patterns and avoidance of school and school-based activities, see eg, 'Cyberbullying -information for parents': <https://esafety.gov.au/esafety-information/esafety-issues/cyberbullying/cyberbullyinginformation-for-parents >. Unlike the case of physical bullying, which requires an element of personal daring, cyberbullying allows a coward to inflict harm indirectly and on a repeated basis. This means that it is 'difficult for teachers and school administrators to prevent or stop'.
14 Even though they are difficult to detect, incidents of cyberbullying can attract both criminal and civil actions designed to hold the perpetrator to account. Cyberbullying will amount to a crime if the conduct is so serious that it constitutes threatening, harassing, intimidating, assaulting, stalking or criminal defamation. 15 Alternatively, a civil action may be brought against the tortfeasor(s) under the tort of assault. 16 An additional civil action in negligence may also be initiated against the school authority for breaching its duty of care if it fails to respond to bullying in an appropriate manner or fail to take appropriate preventative steps. 20 This case illustrated that, depending on the relationship, a school authority may owe a duty of care to students for bullying incidents that occur beyond the school gates and outside school hours. 21 The law also imposes an obligation on school authorities to ensure that preventative measures (eg, anti-bullying policies) are effectively implemented to deal with bullying incidents in an appropriate and prudent manner.
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In South Australia, the scope of the duty is limited under sections 31 and 32 of the Civil Liability Act 1936 (SA) ('CLA'). These sections limit the standard of care owed by school authorities to the actions that a 'reasonable' school authority would have taken, in light of all the information that the school had or ought reasonably to have had in the particular circumstances. A relevant consideration in assessing the breach of this duty is the existence of professional or customary standards. 23 
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Vol 1 psychiatric illness' 24 as a result of the breach of duty. Furthermore, a defendant may rely on s 41 of the CLA as a defence, by claiming that the school 'acted in a manner that (at the time the service was provided) was widely accepted in Australia by members of the same profession as competent professional practice'. 25 Therefore, a student who has been subjected to cyberbullying and who has developed a recognised psychiatric illness could bring a successful negligence claim against their school in situations where the teacher or school authority failed to act in accordance either with the responses accepted by the education profession as appropriate, or with the way that a reasonable person in the teacher's position would have acted in that situation.
In a letter dated 8 May 2009, the then Chief Executive of the DECD, Chris Robinson, advised principals and regional directors that, under regulations 40 and 41 of the Education Regulations 1997, they had the capacity to respond to incidents of cyberbullying and electronic crime regardless of whether the offence occurred 'outside of school hours or off site'. 26 Currently, the power of schools to discipline students is governed by the Education Regulations 2012, issued under the Education Act 1972 (SA). Accordingly, regulations 44, 45 and 46 enable a school principal to punish students by way of suspension, exclusion or expulsion, if the principal is of the reasonable belief that a student has 'acted in a manner that threatens the safety or well-being of a student or member of staff of, or other person associated with, the school (including by sexually harassing, racially vilifying, verbally abusing or bullying that person)'. 27 The wording of these regulations in conjunction with the letter mentioned above, indicates that school authorities have the authority to discipline students for cyberbullying incidents that transpire both on and off campus and beyond the hours of a school day. The ability of principals to suspend students for incidents of cyberbullying occurring outside school hours and off campus was recently invoked by the principal of the Adelaide High School: see Natalie Whiting, 'Adelaide High School students suspended over abusive Facebook messages sent to feminist writer Clementine Ford', ABC News (online), 24 June 2015:
In an attempt to respond to the duty to combat cyberbullying vigilantly via the implementation of effective anti-bullying policies, the DECD has proposed that all incidents of inappropriate cyber practices need to be treated as behaviour management issues, and dealt with by relevant school policy, even if the incident occurs outside school hours. 29 Responding to a bullying incident that made media headlines in 2011, 30 the Hon Jay Weatherill MP commissioned a review headed by Bill Cossey ('Cossey Review') to evaluate the existing policies on incidents of school bullying and violence. In response to the Cossey Review's findings, and to ensure that every South Australian school complied with the National Safe Schools Framework, the DECD implemented the recommendations made in the Cossey Review. This article will focus only on one particular recommendation, which led to the creation of a 'regional director' to 'verify anti-bullying policies and report on compliance levels'.
B DECD's Initiatives
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In November 2014, the DECD implemented the Improvement and Accountability Policy ('IAP'), which imposes a very broad responsibility on principals and staff to:
• Use data and evidence to regularly monitor student achievement and progress over time;
• Develop and implement a School Improvement Plan (SIP) for schools that align with the DECD Strategic Plan and includes planned actions based on recommendations from external review processes;
• Plan and implement evidence based intervention strategies addressing identified targets, outcomes, and learning needs that are designed to maximise learner outcomes and achievement;
• Conduct an annual self-review; Government of South Australia Department for Education and Child Development, above n 17.
The author would like to acknowledge Susan Cameron, Director Review Improvement and Accountability, for her insightful comments in relation to the following section of the article.
• Publish an Annual Report that describes the site/school's performance, the self-review processes, and SIP improvement and accountability outcomes; and
• … Participate in an external school review (ESR) process at least every four years, and priority reviews as required.
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The broader IAP scheme incorporated the recommendation made by the Cossey Review to create a position responsible for overseeing the implementation of anti-bullying policies in each school. There are currently 20 education directors (previously known as 'regional directors') who have the responsibility to certify that all State schools have 'a high performing system that improves the educational attainment and wellbeing of South Australia's children and young people'. 34 Each education director has ensured that every State school currently has an anti-bullying policy, which has been signed off by the school's governing council, and is accessible via the school's website. However, the responsibility for compliance reporting now vests with the IAP, not the education director. The IAP 'outlines the key features of the DECD approach to lifting the attainment of learning and development outcomes though continuous review, improvement and accountability'. 35 The IAP's framework has increased the responsibility of principals to conduct an internal assessment of whether every policy aspect is complied with. The review process commenced early in 2015. Principals are required to conduct these rigorous on-going self-review processes to 'monitor and evaluate progress towards the National Quality Standard or DECD Standard of Educational Achievement, and the attainment of identified targets and priority outcomes'.
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Once the principal has signed off on the school's compliance levels, a review panel conducts an external audit. The review panel comprises a Review Officer, as well as at least one trained Review Principal. Currently, these external reviews are to occur on a four-yearly basis, and involve an audit of one aspect of the Department's standard policy statement. The topic for audit is determined by the director making a recommendation to the Executive. Once approval is granted, and the principal's internal review indicates complete policy compliance, the review panel is theoretically responsible to report only on the compliance of that policy element. This auditing process is completed by way of a checklist, looking for evidence of the particular policy. If, however, a principal has indicated an area of non or partial compliance, the review panel conducts an initial report to determine the severity of the problem and reports on the extent of compliance for the whole policy.
Following the external review, a report is generated and provided to the school's principal. If the report's key findings indicate non-compliance, the principal has a responsibility to liaise with their designated education director to formulate an action plan to ensure that the policies are implemented effectively and compliance is met. Once the principal, the chairperson of the governing council, and the education director receive the external review report, the principal has four weeks to publish it on the school's website.
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Principals are also required to contact their education director to report severe cases of bullying. In turn, the education director has the role of providing assistance in determining the most appropriate response.
Another initiative employed by DECD schools and other non-government schools across Australia, relates to ICT Security Policies. 38 These policies must be in the form of a written agreement, signed by staff, students and/or their parents/guardians, outlining the terms and conditions of use of the DECD ICT facilities, and of online behaviour and access privileges, as well as consequences of non-compliance.
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The Department has indicated that these forms of agreement should: outline online safety mechanisms, detail the legal ramifications for misuse of ICTs; impose a responsibility on parents to oversee their child's use of ICTs; and force older students to 'take responsibility for their own actions by agreeing to use DECD ICT facilities in a responsible manner'.
C Critique
Although these initiatives aimed at ensuring the effective implementation of anti-bullying policies are a welcome development, the current policies present five areas of concern. First, it is important to note that the four-yearly external appraisal (the proposed regularity of the review) is too infrequent. Considering that the estimated prevalence of cyberbullying is around 20 per cent for students aged 8-17 over a 12-month period, 41 it can be inferred that the efficacy of these anti-bullying policies, which have been in existence since 2006, is questionable. A yearly review ought to be considered. Furthermore, the DECD is relying on the ability of school principals to identify issues of compliance. Ensuring that every principal possesses the requisite credentials to identify areas of non-compliance would guarantee that they have the requisite knowledge about cyberbullying to identify potential compliance issues. Hinduja and Patchin explain the importance of school administrators taking time to educate and inform themselves about the issues associated with cyberbullying and online aggression, and explain the need for administrators to 'pass important information along to teachers and counsellors'. 42 They also note the need to define the concept of cyberbullying clearly and to conduct anonymous surveys of staff and students to determine 'the current state of online behaviours'. 43 This would also aid in assessing compliance with anti-bullying policies.
A second problem arises because the South Australian IAP, noted above, casts a very wide responsibility on principals and reviewers that goes far beyond bullying, and is designed to 'maximise every student's learning'. 44 Initially, the Cossey Review envisaged having one dedicated position that would be tasked with the responsibility of implementing anti-bullying polices and also reporting on compliance. Under the IAP, however, that position does not exist, because the IAP subsumes the responsibility into a much wider reporting structure. The consequent loss of focus on bullying and the safety of students is illustrated by the fact that the term bullying is not specifically mentioned in the IAP. Principals were encouraged to audit their procedures in the 2011 'Safer DECD Schools' document. 45 To assist in this process, the DECD created an 'anti-bullying policy audit checklist' that was 'based on meeting the recommended actions under ' created a review position that could focus solely on anti-bullying policy compliance as recommended by the Cossey Review.
The third problem is that the DECD requires that a school's anti-bullying policy be easily accessible online. My investigation of websites of four primary schools and four high schools (one each from the northern, southern, eastern and western regions of South Australia), revealed that access to these policies varied. Some schools featured their policies in prominent, nonambiguous locations, under tabs such as 'reports and/or policies' 47 or 'student care'. 48 Others featured their anti-bullying policies on their main page.
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Some schools also featured a separate tab for key information on cyberbullying, such as helplines for parents and caregivers, as well as having a separate tab for their anti-bullying policy. 50 Anti-bullying policies that were located on the school's main page were the easiest to find, but one school's policy could be found only by using the search term 'policy' on the website's search ribbon (after searches for 'cyberbullying', 'anti-bullying' and 'bullying' failed). 51 Consequently, I recommend that the DECD should compel schools to feature anti-bullying policies on the home page of every website, together with the external review(s) that will eventually be generated post internal review. This would ensure easy accessibility, promote the importance of anti-bullying initiatives and achieve a level of transparency in schools.
The fourth problem arises from the requirement for students and parents to sign the use agreements. A student's parent or caregiver is required to sign the DECD's 'Reasonable Use Policy' or 'Cyber Safety Use Agreement'. However, a mere signature may not demonstrate a sufficient understanding of the school's acceptable use plan. This may result from a lack of understanding about technology or from a parent or caregiver simply signing without reading the policy for the sake of convenience. Either way, this problem can be resolved by schools creating a computer or phone 'app' which provides instant, easy access to the components of the policy in plain English; or by running an information night that outlines the parameters of the policy with a clear explanation of each section.
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School A (northern suburbs, high school).
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School B (southern suburbs, high school).
49
School C (southeast suburbs, primary school and preschool).
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School D (northern suburbs, primary school).
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School E (western suburbs, high school).
The fifth problem arises out of the covert nature of cyberbullying. Because the bullying is generally indirect, not all incidents are observed or reported, and given that the IAP is evidence based, compliance reporting results may be inaccurate. This limitation could be addressed by investigating alternative initiatives that focus on preventative measures that can better support young people in instances of cyberbullying.
This section has illustrated the important role that school authorities play in preventing and dealing with cyberbullying. However, schools cannot effectively respond to such incidents without the support of parents and student bystanders. To ensure that school authorities have an effective relationship with parents, Hinduja and Patchin recommend that schools 'designate one or more staff members to serve as trustees.' 52 These trustees can be either student counsellors or teachers, so long as they have specific training to deal with cyberbullying and other forms of online aggression.
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This initiative would arguably ensure that cyberbullying incidents are prudently dealt with by allowing parents to direct their questions or concerns to a designated staff member. The trustees could also assist the principal in reporting on compliance levels and ensuring that anti-bullying policies are adhered to properly.
Part III will build upon the existing knowledge base by considering how schools can avoid liability through forming a partnership with parents and students to respond to cyberbullying in a comprehensive manner.
III AVOIDING LIABILITY
Dwyer and Esteal note the influential role that parents play in preventing cyberbullying. They recommend that all schools should follow the approach implemented by South Australian Government schools in adopting 'Cyber Safety Use Agreements' in an attempt to discharge their duty of care owed to students. This DECD initiative stipulates that:
Until the parent/s return a signed 'Use Agreement Form,' students are not permitted to use the school information and communications technology ('ICT') equipment. Parents and students must agree that the students will, inter alia, 'use the Internet, e-mail, mobile phones or any ICT equipment only for positive purposes, not to ... bully, harass, or in any way harm anyone else...' and will report any instances of cyber bullying, suspected or otherwise to the school.
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Therefore, it becomes clear that a school's duty requires an active approach that goes beyond simply having a policy. The school is also obliged to do what is reasonable to ensure that anti-bullying policies are followed. 55 It is arguable that one of the necessary steps that a school should take is to go beyond a principal's obligation of merely reporting on policy compliance to the education director. If a school is sincere about responding to the risk of harm posed by cyberbullying, the school needs to approach the issue in a proactive manner and engage expert opinion in the education of parents, students and the wider school community.
Scholars have suggested that one effective means of changing perceptions is to shift student norms about cyberbullying, bullying and aggression generally. 56 Willard argues that a shift against student norms condoning or tolerating cyberbullying is one of the most effective strategies in reducing victimisation. 57 She highlights the importance of preventing desensitisation to cyberbullying and eradicating the perception that it is 'perfectly appropriate to send a hurtful message because everyone does it'. 58 Thus, parental and school encouragement towards positive social norms enables peers to constructively diminish the impact that peer pressure plays in the occurrence of negative behaviour.
A The Role of Parents
With the availability of technology increasing through school initiatives such as 'bring your own device' 60 and 'flipped learning classes', 61 cyberbullying is becoming increasingly prevalent outside the school gates. This factor, in 54 familiar with the school's 'Reasonable Use Agreements', 'Cyber Safety Use Agreements' and the consequences if such polices are not adhered to. A UK study showed that the most effective response against cyberbullying involved a continued relationship between families and the school. 69 Parents should therefore be encouraged to take an active role in their child's life by discussing and devising response mechanisms to cyberbullying, outlining good cyber-citizenship behaviours and defining negative online behaviours. 70 By facilitating information nights or workshops, schools have an opportunity to contextualise the issue of cyberbullying for parents and outline the importance of parents taking an active approach in creating an online use plan and monitoring their child's internet profile. In addition, a school may highlight strategies for dealing with cyberbullying, such as encouraging bystanders to come forward. 71 Schools should also alert parents about the government websites aimed at providing both parental and student support if a cyberbullying incident should surface. Such resources could include 'Bullying No Way' 72 and 'Cybersmart'. 73 Schools could also use these forums to inform parents that most social networking sites have a minimum usage age of 13 years, therefore motivating parents to deter children under 13 years of age from using these sites.
B The Role of the Student Bystander
Hinduja and Patchin allude to the important role that bystanders play if they witness incidents of indirect cyber-victimisation. 75 However, scholars admit that these bystanders are placed in a difficult position because bystanders:
[G]enerally do not want to get involved because of the hassle and problems they fear it might bring upon them, yet they often recognise that what they are seeing is not right and should stand up. 76 As a result, it is essential that schools and parents encourage the moral conscience of student bystanders by educating students about the positive 69 Vol 1 role that they can play in creating a safe environment. 77 The Australian
Human Rights Commission supports this notion of motivating bystanders to act and notes that bystanders play an important role in reducing cyberbullying.
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The action of school authorities can be influential in encouraging student bystanders to come forward and report cyberbullying. Schools could set up an online reporting system that enables a witness to lodge an anonymous report to a staff member, outlining what they observed and providing photographic evidence where applicable. 79 This initiative would circumvent the need for a student to confront the perpetrator face-to-face and may encourage more individuals to come forward. Importantly, however, Hinduja and Patchin observed that bystanders are more inclined to take a stance against bullying where they 'believe that positive outcomes will result from their effort.'
C Recommendations
To facilitate improvements to the efficiency of the DECD's initiatives in ensuring school authorities have effective anti-bullying policies and accurate compliance reporting procedures, it is paramount that a strong relationship exists between school authorities and DECD representatives (education director and members of the Review Panel). This partnership needs to focus on the process of evidence collection, and should include anonymously surveying the whole school community (including parents). Furthermore, a Government sponsored partnership should be formed between schools, behavioural-management experts and education directors, to work together to develop strategies aimed at educating the whole school community about this complex phenomenon.
Not only is the effectiveness of the DECD's review processes dependent upon nurturing relations between the Government and State schools, but also the partnerships between schools and parents. workshops that have a practical approach in promoting understanding of the school's 'Reasonable Use Agreements' or 'Cyber Safety Use Agreements' can assist in contextualising the issues associated with cyberbullying. Schools should also be encouraged to adopt strategies aimed at fostering positive student norms that support the participation of student bystanders. This in turn may reduce the occurrence of aggression initiated through peer pressure.
IV CONCLUSION
As the use of ICTs becomes increasingly prevalent in schools, the probability of misuse increases. Accordingly, it is imperative that schools mitigate the risk of liability by implementing effective anti-bullying and/or cyberbullying policies that optimise student wellbeing. This article has argued, however, that the mere existence of these policies is not enough to tackle cyberbullying and satisfy a school's duty of care. Rather, a multifaceted educational partnership that involves the whole school community is fundamental to ensuring that schools comply adequately with their duty to respond to the risk of harm posed by cyberbullying. First, school authorities need to educate parents, staff and students about this new bullying platform. This element arguably also requires government-sponsored information initiatives. Secondly, school authorities need to take reasonable steps to educate the whole school community about how the relevant anti-bullying policy, 'Reasonable Use Agreement' or 'Cyber Safety Use Agreement' works. It is important that each stakeholder is made aware of the requirements of these agreements because the whole school community needs to be involved in the cyberbullying conversation. To address problems associated with detection, parents, staff and students need to understand the importance of bringing cyberbullying incidents to the school's attention.
In light of this conclusion, the article has criticised the Department for Education and Child Development's 'Improvement and Accountability Policy' because it lacks the element of education and thereby fails to ensure the effective implementation of anti-cyberbullying policies. The policy unfortunately fails to emphasise the importance of the whole school's understanding of cyberbullying and an appreciation of how the relevant antibullying policy works. The article has also criticised the scope of responsibility imposed on the IAP Review Panel, and has argued that in overseeing all aspects of the National Framework, the IAP is not effectively focused on bullying in all of its forms and consequently, does not focus sufficiently on the issue of cyberbullying, which is a special form of bullying.
